Communication-Efficient (Client-Aided) Secure
Two-Party Protocols and Its Application

Satsuya Ohata' and Koji Nuida'?

! National Institute of Advanced Industrial Science and Technology, Tokyo, Japan
satsuya.ohata®@aist.go. jp
2 The University of Tokyo, Tokyo, Japan nuida@mist.i.u-tokyo.ac.jp

Abstract. Secure multi-party computation (MPC) allows a set of par-
ties to compute a function jointly while keeping their inputs private.
Compared with the MPC based on garbled circuits, some recent re-
search results show that MPC based on secret sharing (SS) works at a
very high speed. Moreover, SS-based MPC can be easily vectorized and
achieve higher throughput. In SS-based MPC, however, we need many
communication rounds for computing concrete protocols like equality
check, less-than comparison, etc. This property is not suited for large-
latency environments like the Internet (or WAN). In this paper, we con-
struct semi-honest secure communication-efficient two-party protocols.
The core technique is Beaver triple extension, which is a new tool for
treating multi-fan-in gates, and we also show how to use it efficiently.
We mainly focus on reducing the number of communication rounds, and
our protocols also succeed in reducing the number of communication
bits (in most cases). As an example, we propose a less-than comparison
protocol (under practical parameters) with three communication rounds.
Moreover, the number of communication bits is also 38.4% fewer. As a
result, total online execution time is 56.1% shorter than the previous
work adopting the same settings. Although the computation costs of our
protocols are more expensive than those of previous work, we confirm
via experiments that such a disadvantage has small effects on the whole
online performance in the typical WAN environments.

1 Introduction

Secure multi-party computation (MPC) [26, 14] allows a set of parties to com-
pute a function f jointly while keeping their inputs private. More precisely, the
N(> 2) parties, each holding private input z; for ¢ € [1, N|, are able to com-
pute the output f(z1,---,2xn) without revealing their private inputs ;. Some
recent research showed there are many progresses in the research on MPC based
on secret sharing (SS) and its performance is dramatically improved. SS-based
MPC can be easily vectorized and suitable for parallel executions. We can obtain
large throughput in SS-based MPC since we have no limit on the size of vec-
tors. This is a unique property on SS-based MPC, and it is compatible with the
SIMD operations like mini-batch training in privacy-preserving machine learn-
ing. We cannot enjoy this advantage in the MPC based on garbled circuits (GC)
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or homomorphic encryption (HE). The most efficient MPC scheme so far is
three-party computation (3PC) based on 2-out-of-3 SS (e.g., [1,7]). In two-party
computation (2PC), which is the focus of this paper, we need fewer hardware
resources than 3PC. Although it does not work at high speed since we need
heavy pre-computation, we can mitigate this problem by adopting slightly new
MPC models like client/server-aided models that we denote later.

In addition to the advantage as denoted above, the amount of data transfer
in online phase is also small in SS-based MPC than GC/HE-based one. How-
ever, the number of communication rounds we need for computation is large
in SS-based MPC. We need one interaction between computing parties when
we compute an arithmetic multiplication gate or a boolean AND gate, which is
time-consuming when processing non-linear functions since it is difficult to make
the circuit depth shallow. This is a critical disadvantage in real-world privacy-
preserving applications since there are non-linear functions we frequently use
in practice like equality check, less-than comparison, max value extraction, ac-
tivation functions in machine learning, etc. In most of the previous research,
however, this problem has not been seriously treated. This is because they as-
sumed there is (high-speed) LAN connection between computing parties. Under
such environments, total online execution time we need for processing non-linear
functions is small even if we need many interactions between computing parties
since the communication latency is usually very short (typically < 0.5ms). This
assumption is somewhat strange in practice, as the use of LAN suggests that
MPC is executed on the network that is maintained by the same administra-
tor/organization. In that case, it is not clear if the requirement for SS that
parties do not collude is held or not. Hence, it looks more suitable to assume
non-local networks like WAN. However, large communication latency in WAN
becomes the performance bottleneck in SS-based MPC. We find by our experi-
ments that the time caused by the communication latency occupies more than
99% in some cases for online total execution time. To reduce the effect of the
large communication latency, it is important to develop SS-based MPC with
fewer communication rounds. In other words, we should put in work to make
the circuit shallower to improve the concrete efficiency of SS-based MPC.

1.1 Related Work

MPC Based on Secret Sharing There are many research results on SS-based
MPC. For example, we have results on highly-efficient MPC (e.g., [1,7]), con-
crete tools or the toolkit (e.g., [9,23,4,22]), mixed-protocol framework [10, 24,
19], application to privacy-preserving machine learning or data analysis (e.g.,
(21,24, 19]), proposal of another model for speeding up the pre-computation [18,
21], etc. As denoted previously, however, we have not been able to obtain good
experimental results for computing large circuits over WAN environments. For
example, [21] denoted the neural network training on WAN setting is not prac-
tical yet.
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MPC Based on Garbled Circuit or Homomorphic Encryption There
are also many research results on GC/HE-based MPC. For example, we have
results on the toolkit (e.g., [17]), encryption switching protocols [16, 8], privacy-
preserving machine learning (e.g., [5,12,15]), etc. Recently, we have many re-
search results on GC for more than three parties (e.g., [20,28]). Note that it
is difficult to improve the circuit size on standard boolean GC [27], which is a
bottleneck on GC-based MPC. Moreover, [3,6] proposed the GC-based MPC
for WAN environments and showed the benchmark using AES, etc. Even if we
adopt the most efficient GC [27] with 128-bit security, however, we need to send
at least 256-bit string per an AND gate. This is two orders of magnitude larger
than SS-based MPC. We construct the round-efficient protocol while keeping
data traffic small.

1.2 Owur Contribution

There are two main contributions in this paper. First, we propose the method for
treating multi-fan-in gates in semi-honest secure SS-based 2PC and show how
to use them efficiently. Second, we propose many round-efficient protocols and
show their performance evaluations via experiments. We explain the details of
them as follows:

1. We propose the method for treating multi-fan-in MULT /AND gates over Zan
and some techniques for reducing the communication rounds of protocols.
Our N-fan-in gates are based on the extension of Beaver triples, which is a
technique for computing standard 2-fan-in gates. In our technique, however,
we have a disadvantage that the computation costs and the memory costs
are exponentially increased by N; that is, we have to limit the size of NV in
practice. On the other hand, we can improve the costs of communication.
More concretely, we can compute arbitrary N-fan-in MULT /AND with one
communication round and the amount of data transfer is also improved.
Moreover, we show performance evaluation results on above multi-fan-in
gates via experiments. More concretely, see Sections 3 and 5.1.

2. We propose round-efficient protocols using multi-fan-in gates. We need fewer
interactions for our protocols between computing parties in online phase than
previous ones. When we use shares over Zgs2, compared with the previous
work [4], we reduce the communication rounds as follows: Equality : (5 — 2),
Comparison : (7 — 3), and Max for 3 elements:(18 — 4). Moreover, we show
the performance evaluation results on our protocols via experiments. From
our experiments, we find the computation costs for multi-fan-in gates and
protocols based on them have small effects on the whole online performance
in the typical WAN environments. We also implement an application (a
privacy-preserving exact edit distance protocol for genome strings) using
our protocols. More concretely, see Sections 4, 5.2, and 5.3.
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2 Preliminaries

2.1 Syntax for Secret Sharing

A 2-out-of-2 secret sharing ((2,2)-SS) scheme over Za» consists of two algorithms:
Share and Reconst. Share takes as input @ € Zan, and outputs ([z], [*];) € Z3.,
where the bracket notation [z], denotes the share of the i-th party (for ¢ €
{0,1}). We denote [z] = ([z]y, [«];) as their shorthand. Reconst takes as input
[z], and outputs z. For arithmetic sharing [z]* = ([z]},[]) and boolean
sharing [z]® = ([2]8, [#]%), we consider power-of-two integers n (e.g. n = 64)
and n = 1, respectively.

2.2 Secure Two-Party Computation Based on (2,2)-Additive Secret
Sharing

Here, we explain how to compute arithmetic ADD/MULT gates on (2, 2)-additive
SS. We use the standard (2, 2)-additive SS scheme, defined by

— Share(z): randomly choose 7 € Zg» and let [z]) = r and [2]) = 2 —r € Zgn.
— Reconst([z]}), [z]%): output [z]§ + [z]%-

We can compute fundamental operations; that is, ADD(z,y) := x + y and
MULT (x,y) := zy. [2] < ADD([z], [y]) can be done locally by just adding each
party’s shares on z and on y. [w] <— MULT([], [y]) can be done in various ways.
We will use the standard method based on Beaver triples (BT) [2]. Such a triple
consists of bty = (ag, bo, co) and bt; = (a1, b1, 1) such that (ag + a1)(bo + b1) =
(co + ¢1). Hereafter, a, b, and ¢ denote ag + ay, by + b1, and ¢g + ¢1, respectively.
We can compute these BT in offline phase. In this protocol, each i-th party P;
(¢ € {0,1}) can compute the multiplication share [z];, = [zy]; as follows: (1)
P; first compute ([z]; — a;) and ([y]; — b:). (2) P; sends them to P;_;. (3) B;
reconstruct ' = z—a and y’ = y—b. (4) Py computes [z], = 'y’ +2'bo+y ao+co
and P, computes [z]; = 2'by +y'a1 +¢1. Here, [2], and [z]; calculated as above
procedures are valid shares of xy; that is, Reconst([z],, [¢];) = zy. We abuse
notations and write the ADD and MULT protocols simply as [z] + [y] and
[z] - [y], respectively. Note that similarly to the ADD protocol, we can also
locally compute multiplication by constant ¢, denoted by ¢ - [z].

We can easily extend above protocols to boolean gates. By converting +
and — to @ in arithmetic ADD and MULT protocols, we can obtain XOR and
AND protocols, respectively. We can construct NOT and OR protocols from the
properties of these gates. When we compute NOT([x]8, [z]®), Py and P; out-
put =[] and [z]%, respectively. When we compute OR([], [y]), we compute
—AND(—[z], —~[y]). We abuse notations and write the XOR, AND, NOT, and OR
protocols simply as [x] ®[y], [x] Aly], ~[z] (or [=]), and [x] V [y], respectively.

2.3 Semi-Honest Security and Client-Aided Model

In this paper, we consider simulation-based security notion in the presence of
semi-honest adversaries (for 2PC) as in [13]. As described in [13], composition
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theorem for the semi-honest model holds; that is, any protocol is privately com-
puted as long as its subroutines are privately computed.

In this paper, we adopt client-aided model [21, 22] (or server-aided model [18])
for 2PC. In this model, a client (other than computing parties) generates and
distributes shares of secrets. Moreover, the client also generates and distributes
some necessary BTs to the computing parties. This improves the efficiency of
offline computation dramatically since otherwise computing parties would have
to generate BTs by themselves jointly via heavy cryptographic primitives like
homomorphic encryption or oblivious transfer. The only downside for this model
is the restriction that any computing party is assumed to not collude with the
client who generates BTs for keeping the security.

3 Core Tools for Round-Efficient Protocols

In this section, we propose a core tool for round-efficient 2PC that we call
“Beaver triple extension (BTE)”. Moreover, we explain some techniques for pre-
computation to reduce the communication rounds in online phase.

3.1 N-fan-in MULT/AND via N-Beaver Triple Extension

N-Beaver Triple Extension Let N be a positive integer. Let M = Z), for
some M (e.g., M = 2™). Write [1, N] = {1,2,..., N}. We define a client-aided
protocol for generating N-BTE as follows:

1. Client randomly chooses [a(n]o and [agn], from M (£ = 1,...,N). Let
agry <+ [agn]o + lagey ]y For each I C [1, N] with [I| > 2, by setting a; «+
[Iscr aqey, client randomly chooses [a;], € M and sets [ar], <= ar — [ar]o-

2. Client sends all the [as], to Py and all the [a;]; to P;.

Note that, in the protocol above, the process of randomly choosing [a], and
then setting [ar]; < ar — [ar], is equivalent to randomly choosing [a;]; and
then setting [az]ly < ar —[ar];. Therefore, the roles of Py and P; are symmetric.

Multiplication Protocol For £ =1,..., N, let ([z¢]y, [xe];) be given shares
of /-th secret input value x, € M. The protocol for multiplication is constructed
as follows:

1. Client generates and distributes N-BTE ([ar]o)r and ([ar];)r to the two
parties as described above.

2. For k = 0,1, P, computes [z;], < [ze];, — [agn], for £ =1,...,N and
sends those [z}], to Pi_k.

3. For k = 0,1, P computes z, < [z}],_; + [z}], for £=1,... N.

4. P, outputs [y], given by

Hyﬂo%HxZ"‘ Z H ay | lar]o
=1

0#£IC[1,N] \L€[1,N\I
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while Py outputs [y]; given by

[v]: « Z H zy | lar]y -

P£IC[1,N] \¢€[1,N]\I

We can prove the correctness and semi-honest security of this protocol. Due
to the page limitation, we show the proofs in the full version of this paper.

3.2 Discussion on Beaver Triple Extension

We can achieve the same functionality of N-MULT/AND by using 2-MULT /AND
multiple times and there are some trade-offs between these two strategies. In the
computation of N-fan-in MULT /AND using N-BTE, the memory consumption
and computation cost increase exponentially with N. Therefore, we have to put
a restriction on the size of N and concrete settings change optimal N. In this pa-
per, we use N-MULT/AND for N < 9 to construct round-efficient protocols. On
the other hand, N-fan-in MULT /AND using N-BTE needs fewer communication
costs. Notably, the number of communication rounds of our protocol does not
depend on N and this improvement has significant effects on practical perfor-
mances in WAN settings. Because of the problems on the memory/computation
costs we denoted above, however, there is a limitation for the size of N. When we
use L-fan-in MULT /AND (L < N) gates, we need [Lllzgg E communication rounds
for computing N-fan-in MULT /AND.

Damgard et al. [9] also proposed how to compute N-fan-in gates in a round-
efficient manner using Lagrange interpolation. Each of their scheme and ours
has its merits and demerits. Their scheme has an advantage over memory con-
sumption and computational costs; that is, their N-fan-in gates do not need
exponentially large memory and computation costs. On the other hand, their
scheme needs two communication rounds to compute N-fan-in gates for any NV
and requires the share spaces to be Z, (p: prime). A 2PC scheme over Zgn is
sometimes more efficient than one over Z,, when we implement them using low-
level language (e.g., C++) since we do not have to compute remainders modulo
2" for all arithmetic operations.

3.3 More Techniques for Reducing Communication Rounds

On Weights At Most One We consider the plain input « that all bits are 0,
or only a single bit is 1 and others are 0. In this setting, we can compute the
share representing whether all the bits of  are 0 or not without communications
between Py and P;. More concretely, we can compute it by locally computing
XOR for all bits on each share. This technique is implicitly used in the previous
work [4] for constructing an arithmetic overflow detection protocol Overflow,
which is an important building block for constructing less-than comparison and
more. We show more skillful use of this technique for constructing Overflow to
avoid heavy computation in our protocols. More concretely, see Section 4.2.
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Arithmetic Blinding We consider the situation that two clients who have
secrets also execute computation (i.e., an input party is equal to a computing
party), which is the different setting from client-aided 2PC. During the multipli-
cation protocol, both Py and P, obtain z — a and y — b. Here, P, finds a and P,
finds b since Py and P; know the value of x and y, respectively. Therefore, it does
not matter if Py and P, previously know the corresponding values; that is, Py
can send by to P; and P; can send ay to Py in the pre-computation phase. This
operation does not cause security problems. By above pre-processing, Py and P;
can directly send * — a and y — b in the multiplication protocol, respectively.
As a result, we can reduce the amount of data transfer in the multiplication
protocol. Even in the client-aided 2PC setting, this situation appears in the
boolean-to-arithmetic conversion protocol. More concretely, see Section 4.3.

Trivial Sharing We consider the setting that an input party is not equal to
a computing party, which is the same one as standard client-aided 2PC. In this
situation, we can use the share [b]; (¢ € {0,1}) itself as a secret value for com-
putations by considering another party has the share [0],_,. Although we find
this technique in the previous work [4], we can further reduce the communica-
tion rounds of two-party protocols by combining this technique and BTE. More
concretely, see Section 4.3.

4 Communication-Efficient Protocols

In this section, we show round-efficient 2PC protocols using BTE and the tech-
niques in Section 3.3. For simplicity, in this section, we set a share space to Za1s
and use N-fan-in gates (N < 5) to explain our proposed protocols. Although
we omit the protocols over Zgsz2 /Zoss due to the page limitation, we can obtain
the protocols with the same communication rounds with Zs1e by using 7 or less
fan-in AND over Zy32 and 9 or less fan-in AND over Zyss. We omit the correctness
of the protocols adopting the same strategy in the previous work [4].

4.1 Equality Check Protocol and Its Application

An equality check protocol Equality([z]*, [y]*) outputs [2]®, where z = 1 iff
x = y. We start from the approach by [4] and focus on reducing communication
rounds. In Equality, roughly speaking, we first compute ¢ = z —y and then check
if all bits of ¢ are 0 or not. If all the bits of ¢ are 0, it means ¢t =z —y = 0. We
show our two-round Equality as in Algorithm 1: In our strategy, more generally,
ng Z} communication rounds for executing Equality when we set the
share space to Zg» and use N-OR (N < L). By using our Equality, we can also
obtain a three-round round-efficient table lookup protocol TLU. We show the
construction of our TLU in the full version of this paper.

we need
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Algorithm 1 Our Proposed Equality

Functionality: [2]® < Equality([z]*, [v]*)

Ensure: [z]®, where z = 1 iff 2 = y.

1: Py and P; locally compute [t]6 = [z]5 — [¥]5 and [t]? = [y]? — [«]?, respectively.

2: P; (i € {0,1}) locally extend [t]% to binary and see them as boolean shares; that
is, P; obtain [[t[15]]3,--- , [t[0]]%].

3 P compute [ GIJ* - 4-OR(E{AIP, [t47 + 1% 4y + 201°, t +S11°
for j €10,---,3].

4: P, compute [[t”]]B — 4- OR([[t [O11%, [’ [111%, T'[211®, [¢'[311®)-

5: P; compute [2]® = —[t"]5.

6: return [z]°.

Algorithm 2 Our Proposed MSNZB

Functionality: [z]® « MSNZB([z]?)

Ensure: [2]® = [[2[15]]%, -, [2]0]]®], where z[j] = 1 for the largest value j such that
z[j] =1 and z[k] = 0 for all j # k.

1: P; (i € {0,1}) set [t[§]]Z = [2[4]]® for j € [3,7,11,15]. Then P; parallelly compute

[[t[]]]]B — 2—0R([[a:[j]]]8, [z[7 + 1]]]8) for j € [2,6,10, 14],
[t[1° « 3-OR([z[5]1°, [x[s + 1]1%, [x[j + 2]]®) for j € [1,5,9,13], and
[t111% « 4-OR([z[j)I°, [2[y + 1]]°, [=[j + 21, [#[j + 3]]°) for j € [0,4,8,12],

2: P; compute [t'[]]% = [¢[§]] for j € [3,7,11,15] and compute
¢ [711F = [tl11F @ [t + 1]7 for j € [0,1,2,4,5,6,8,9,10,12,13,14].

3: P; locally compute [s[4]]® = @i];ﬁ [t'[K]]B for j € [1,2,3].

4: P; compute [z[5]]® = [t'[4]]% for j €12,-- 15] Then P; parallelly compute
[2[5]]% < 2-AND([¢'[5]], —[s[3]]°) for j € [ 1],
[2[5]° + 3-AND([¢ [JH]B ~[s[211%, = [[31]°) for Jj€[4---,7, and
[2[511° « 4-AND([¢'[5]]°, ~[s[1]]%, ~[s[211%, ~[s[3]]°) for jelo,---,3].

5: return [2]® = [[2[15]]%, - - -, [2[0]]®]-

4.2 Overflow Detection Protocol and Applications

An arithmetic overflow detection protocol Overflow has many applications and
is also a core building block of less-than comparison protocol. The same as
the approach by [4], we construct Overflow via the most significant non-zero bit
extraction protocol MSNZB. We first explain how to construct MSNZB efficiently
and then show two-round Overflow.

A protocol for extracting the most significant non-zero bit (MSNZB([z]B =
[[z[15]]B, -, [z[0]]B])) finds the position of the first “1” of the = and outputs
such a boolean share vector [z]® = [[2[15]]B,--- ,[2[0]]B]. In [4], we used a
“prefix-OR” operation for executing MSNZB. On the other hand, in our con-
struction, we first separate a bit string into some blocks and compute in-block
MSNZB. Then, we compute correct MSNZB for x via in-block MSNZB. We
show our two-round MSNZB as in Algorithm 2. Based on the above MSNZB,
we can construct an arithmetic overflow detection protocol Overflow([z]”, k).
This protocol outputs [2]B, where z = 1 iff the condition ([z]4 mod 2% + [x]%
mod 2%) > 2F holds. We also start from the approach by [4]. In their Overflow,
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Algorithm 3 Our Proposed Overflow

Functionality: [2]® < Overflow([z]", k)

Ensure: [z]®, where z = 1 iff ([z]5 mod 2¥) 4 ([z]? mod 2F) > 2*.

1: P, locally extends ([z]§ mod 2¥) to binary and obtains
[d] = [[d[15]]§, - - - , [d[0]]E]. Pr also locally extends (—[z]? mod 2¥) to binary
and obtains [d]} = [[d[15]]%, - -, [d[0]]}].

2: P; (i € {0,1}) set [t[5]]® = [d[4]] for j € [3,7,11,15]. Then P; parallelly compute
[[t[]]]]B A Q_OR([[d[jH]Bv [[d[] + 1”]8) for j € [27 6, 10, 14}7
[t17]1° = 3-OR([d[j]]%, [d[j + 1]]%, [d[j + 2]]°) for j € [1,5,9,13], and
[t[11° « 4-OR([d[j]]®, [d[s + 1]I°, [d[j + 2]]°, [d[j + 3]]°) for j € [0,4,8,12].

3: P; compute [t'[5]] = [t[§]]E for j € [3,7,11,15] and compute
[t'[511% = [t10F © [tlj + 11T for j €[0,1,2,4,5,6,8,9,10,12,13, 14].

4: P; locally compute [w[j]]% = @i];f; [t'[K]]E for j € [1,2,3].

5: Py sets [ulf]]§ =0 for j € [0,---,15] and
Py sets [ulf]]f = [d[j]]§ for j € [0,---,15].

6: P; parallelly compute

[ws]1® < 2-AND([t'[]1°, [u[4]]°) for j € [12,--- ,15],
[w511® < 3-AND([¢'[j]]®, [ul5]]®, —[w[3]]°) for j € [8,--- ,11],
[w[i]]® « 4-AND([[t’[J}]]B, [[u[y%]]syﬂﬂw[2]]]Bﬁ[[w[3H]B) for j € [4,---,7], and

[0511° < 5-AND([¢'[j1]%, [ul5]]®, ~[w[1]]%, ~[w[2]]®, ~[w[3]]°) for j € [0,--- ,3].
P; locally compute [2]5 = @, [v[]?.

P; compute [2]® = —[z]°®.

If [z]? = 0, then P; locally computes [2]% = [2] @ 1

: return [z]°.

S L X

[y

we check whether or not there exists 1 in u = (—[z]; mod 2%) at the same po-
sition of MSNZB on d = (([z], mod 2¥) @ (—[z], mod 2*)). Even if we apply
our two-round MSNZB in this section, we need three communication rounds for
their Overflow since we need one more round to check the above condition us-
ing 2-AND. Here, we consider further improvements by combining MSNZB and
2-AND:; that is, we increase the fan-in of AND on the step 4 in Algorithm 2 and
push the computation of 2-AND into that step as in Algorithm 3: Moreover, we
can construct one-round Overflow for small shares spaces (in practice). We show
a concrete construction in the full version of this paper.

‘We have many applications of Overflow like less-than comparison Comparison,
which is a building block of the maximum value extraction protocol. In par-
ticular, thanks to the round-efficient Overflow, we can obtain a three-round
Comparison. Morita et al. [22] proposed a constant (= five)-round Comparison us-
ing multi-fan-in gates that works under the shares over Z,, [9]. Our Comparison is
more round-efficient than theirs under the parameters we consider in this paper.

4.3 Boolean-to-Arithmetic Conversion Protocol and Extensions

A boolean-to-arithmetic conversion protocol B2A([z]B) outputs [2]*, where z =
x. In (1-bit) boolean shares, there are four cases; that is, ([z]B, [z]%) = (0,0),
(0,1),(1,0),(1,1). Even if we consider these boolean shares as arithmetic ones,
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Algorithm 4 Our Proposed B2A

Functionality: [2]* « B2A([z]®)
Ensure: [z]*, where z = .

1: In pre-computation phase, the client randomly chooses a,b € Zy16, computes ¢ =
ab, chooses a randomness r € Zyi6, and sets (co,c1) = (r,c — r). Then the client
sends (a, co) and (b,c1) to Py and Pi, respectively.

2: P; (i €{0,1}) set [2]% = [=]®.

3: Py computes ¢’ = [z]5 — a and P, computes
2" = [z]? — b. Then they send them to each other.

4: Py computes [2]5 = [z]6 — 2(z’z” + 2" - a + co) and
Py computes [z]} = [z]} — 2(z' - b+ c1).

5: return [2]*

it works well in the first three cases; that is, 00 =04+0,001=0+1, and
1®0=1+0. However, 11 # 1+ 1 and we have to correct the output of this
case. Based on this idea and the technique in Section 3.3 (trivial sharing), [4] pro-
posed the construction of B2A. In their protocol, we use a standard arithmetic
multiplication protocol and need one communication round. In the setting of
client-aided 2PC, however, B2A satisfies the condition that input party is equal
to the computing party. Therefore, we can apply the techniques in Section 3.3
(arithmetic blinding) and construct more efficient B2A as in Algorithm 4: Al-
though the number of communication rounds is the same as in [4], our protocol
is more efficient. First, the data transfer in online phase is reduced from 2n-bits
to n-bits. Moreover, the number of randomnesses we need in pre-computation is
reduced from five to three, and the data amount for sending from the client to
Py and Py is reduced from 3n-bits to 2n-bits.

We can extend the above idea and obtain protocols like BX2A: [b]B x [z]A =
[bx]A, BC2A: [b]® x [c]® = [bc]?, and BCX2A: [b]B x [c]® x [z]* = [bez]A.
These protocols are useful when we construct a round-efficient maximum value
extraction protocol (and its variants) in Section 4.4.

BX2A: [b]® x [z]* = [bx]*® We usually need to compute the multiplication
of a boolean share [b]® and an arithmetic one [z]* (e.g., TLU, ReLU function
in neural networks). We call this protocol BX2A in this paper. [19] proposed
one-round BX2A under the (2, 3)-replicated SS, such construction in 2PC has
not been known. By almost the same idea as B2A, we can construct one-round
BX2A in 2PC as follows:

1. P; (i € {0,1}) set [b]2 = [].
2. Py sets [0']5 = [b]E and [b"]) = 0, and P, sets [b']2 = 0 and [b"]% = [b]5.
3. P; compute

[ ¢ 2-MULT([e]*, [«]*)

[1]? = 3-MULT([o']%, [o"1", []%).

4. P; computes [2]? = [s]* — 2[t]2.
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Here, we denote this computation as [bx — 2bgbyz]*.

BC2A: [b]® x [c]® = [bc]® Almost the same idea as BX2A, we can compute
[b]B x [c]B = [bc]* (BC2A) with one communication round. We use this protocol
in 3-Argmax/3-Argmin in Section 4.4. We can construct one-round BC2A by
computing

[[bC — 2bgb1 — 2cocy + 2bgcobicy + ZECOECJA.

We need 2-MULT and 4-MULT for this protocol.

BCX2A: [b]® x [c]® x [z]* = [bcz]® Almost the same idea as the above
protocols, we can also compute [b]% x [¢]® x [z]* = [bc]* (BCX2A) with one
communication round. We use this protocol in Max/Min in Section 4.4. We can
construct one-round BC2A by computing

[bcx — 2bpb1x — 2coc1a + 2bgTobi 1 + QQCOEclx]]A.

We need 3-MULT and 5-MULT for this protocol.

4.4 The Maximum Value Extraction Protocol and Extensions

The maximum value extraction protocol Max([x]*) outputs [2]*, where z is the
largest value in @. We first explain the case of Max for three elements (3-Max),
which is used for computing edit distance, etc. We denote a j-th element of x as
x[j]; that is, ¢ = [z]0], z[1], z[2]]. We start from a standard tournament-based
construction. If the condition z[0] < x[1] holds, ' = z[1]. Otherwise, 2’ = z[0].
By repeating the above procedure once more using [2']* and [2[2]]*, we can ex-
tract the maximum value among «. In this strategy, we need 16 (= (6+1+1) x2)
communication rounds, and 8 (= (3 + 1) x 2) communication rounds even if we
apply our three-round Comparison (in Section 4.2) and BX2A (in Section 4.3).
This is mainly because we cannot parallelly execute Comparison. To solve this
disadvantage, we first check the magnitude relationship for all elements using
Comparison. Then we extract the maximum value. Based on these ideas, we
show our 3-Max as in Algorithm 5: Although the computation costs obviously
increased, this is four-round 3-Max by applying our Comparison and BCX2A.
Based on the above idea, we can also obtain the minimum value extraction pro-
tocol, argument of the maximum/minimum extraction protocols, and (argument
of) the maximum/minimum value extraction protocols with N(> 3) inputs. We
show the construction of these protocols in the full version of this paper.

5 Performance Evaluation

We demonstrate the practicality of our arithmetic/boolean gates and proto-
cols. We implemented 2PC simulators and performed all benchmarks on a single
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Algorithm 5 Our Proposed 3-Max
Functionality: [z]* + Max([z]")
Ensure: [z]*, where z is the largest element in .
1: P; (i € {0,1}) parallelly compute
[co1]® < Comparison([z[0]]%, [z[1]]*),
[co2]® < Comparison([z[0]]*, [=[2]]*), and
[c12]® + Comparison([z[1]]*, [=[2]]*).
2: P; compute [e10]f = =[eo1]?, [e20]f = —[eoz]?, and [e21]? = =[er2]f.
3: P; parallelly compute
[HO])* < BOX2A([e10]®, [exol®, [2[0]]°),
[t[1)]% ¢ BCX2A([co1]?, [e2a] %, [#[1]]*), and
[t12]]7  BCX2A([co2]®, [e12] %, [[2]]%).
4: P; compute [2]7 = X%, [t[5]]7
5: return [z]".

laptop computer with Intel Core i7-6700K 4.00GHz and 64GB RAM. We im-
plemented simulators using Python 3.7 with Numpy v1.16.2 and vectorized all
gates/protocols. We assumed 10MB/s (= 80000bits/ms) bandwidth and 40ms
RTT latency as typical WAN settings, and calculate the data transfer time
(DTT) and communication latency (CL) using these values. We adopted the
client-aided model; that is, we assumed in our experiments that clients generate
BTE in their local environment without using HE/OT.

5.1 Performance of Basic Gates

Here we show experimental results on N-AND. We set N = [2,--- ,9] and 1 to
10%(= 1000000) batch in our experiments. Here we mainly show the experimental
results on the cases of 1/1000/1000000 batch. The results are as in Table 1 and
Figure 1: We find (1) the pre-computation time, online computation time, and
data transfer time are exponentially growing up with respect to N; (2) the
dominant part in online total execution time is WAN latency especially in the
case of small batch. If we compute N(> 2)-AND using multiple 2-AND gates,
we need two or more communication rounds. Therefore, our scheme is especially
suitable for the 2PC with relatively small batch (e.g., < 10°) as it yields low
WAN latency.

5.2 Performance of Our Protocols

Here we show experimental results on our proposed protocols (Equality, Comparison,
and 3-Max). We implemented the baseline protocols [4] and our proposed ones
in Section 4. Same as the evaluation of N-AND, we mainly show the results of
our experiments over Zgs2 with 1/1000/1000000 batch in Table 2 and Figure 2
(relations between batch size and online execution time). Same as the cases
with N-AND, WAN latency is the dominant part of the online total execution
time. In relatively small batch (< 10%), all our protocols are faster than baseline
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pre-comp. |online comp.|# of comm.| data trans.|# of comm. comm. online total

time (ms) time (ms) bits (bit) time (ms) rounds|latency (ms)|exec. time (ms)

0.015 0.019 2| 2.5 x 107 P 1 40 40.0

2-AND 2.39 0.033 2 x103| 2.5 x 1072 1 40 40.1
2439 19.4 2 x 109 25.0 1 40 84.4

0.041 0.032 3| 3.75 x 10°° 1 40 40.0

3-AND 4.80 0.053 3 x 103| 8.75 x 1072 1 40 40.1
4899 33.1 3 x 109 37.5 1 40 110.6

0.067 0.055 4| 5.0x 1079 1 40 40.1

4-AND 9.04 0.091 4x 103 5.0x 1072 1 40 40.1
9383 62.8 4 x 100 50.0 1 40 152.8

0.11 0.089 5] 6.25 x 10— 2 1 40 40.1

5-AND 17.2 0.16 5 x 103| 6.25 x 1072 1 40 40.2
17700 111.7 5 x 109 62.5 1 40 214.2

0.20 0.16 6] 7.5x10°° 1 40 40.2

6-AND 33.0 0.28 6 x 103 7.5 x 1072 1 40 40.4
34059 203.0 6 x 109 75.0 1 40 318.0

0.38 0.32 7| 8.75 x 105 1 40 40.3

7-AND 64.3 0.53 7 x 103| 8.75 x 1072 1 40 40.6
66123 370.8 7 x 109 87.5 1 40 498.3

0.76 0.64 8] 1.0x 10— % 1 40 40.6

8-AND 125.1 1.06 8 x 103 1.0 x 1071 1 40 41.2
129553 700.7 8 x 109 100.0 1 40 840.7

1.63 1.39 91.125 x 10— % 1 10 41.4

9-AND 245.2 2.25 9 x 103 |1.125 x 1071 1 40 42.4
255847 1346 9 x 109 112.5 1 40 1498.5

Table 1. Evaluation on N-AND with 1(upper)/1000(middle)/1000000(lower) batch.

ones in the online total execution time since ours require fewer communication
rounds. For example in Comparison with 1 batch, we need more online computa-
tion time than the baseline one. However, communication costs are smaller. As
a result, our Comparison is 56.1% faster than baseline one (280.6ms — 122.1ms)
in our WAN settings. As already mentioned, our protocols are not suitable for a
(extremely) large batch since the computation cost is larger than baseline ones.

5.3 Application: Privacy-Preserving (Exact) Edit Distance

We implemented a privacy-preserving edit distance protocol using our protocols
(Equality, B2A, and 3-Min). Unlike many previous works on approximate edit
distance (e.g., [25]), here we consider the exact edit distance. We computed an
edit distance between two length-L genome strings (Sp and S7) via standard
dynamic programming (DP). It appears four characters in the strings; that is,
A, T, G, and C. In DP-matrix, we fill the cell z[i][j] by the following rule:

[i][j] = 3-Min([z[i = 1] + 1L, 2[i][j — 1] + 1, z[i = 1)[j — 1] +¢])

Here, e = 0 if the condition Sy[i] = S;[j] holds, and otherwise e = 1. We can
compute e using Equality (two rounds) and B2A (one round). To reduce the total
online execution time, we calculate the edit distance as follows:

1. We parallelly compute e for all cells and store them in advance. This proce-
dure requires three communication rounds.

2. Diagonal cells in DP-matrix are independent with each other. Therefore, we
can parallelly compute these cells [d][0], z[d — 1][1],-- -, 2[0][d] (for each d)
to reduce the communication rounds.
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Fig. 1. Relations between N (fan-in number), batch size, and online computation time
for N-AND: we show the relations between N and online computation time with
1/1000/1000000 batch (left), and show the relations between batch size and online
computation time for 2/4/8-AND (right).

By applying the above techniques, we can compute exact edit distance for two
length-L strings with 3+4(2L—1) = (8L —1) communication rounds. We used the
arithmetic shares and protocols over Zs16 in our experiments. The experimental
results are as in Table 3: As we can see from the experimental results, most of
the online total execution time is occupied by the communication latency.
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